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Korkunun Ecele Faydasi Yok!

IPv6 adresi almak
Ana yonlendiricisinde IPv6 yonlendirme ayarlarini yapmak.

Guvenlik duvarini IPv6 destekler hale getirmek.
I¢c Alan &inda sunucularda en az 3 adet deneme servisleri

vermek (dns,ftp vb)
www,smtp,dns,ftp servislerini IPv6'dan hizmet verir t

getirmek.

IPVv6 istatistiklerini ayri olarak web sayfasinda yayinlamak
Gercek ortamda Yerel alagiada kullanilan en az 10 adet
bilgisayar! IPv6 kullanir hale getirmek

En az bir b6lumi IPv6 destkler hale getirmek (fizik,kimya,

sosyoloji vb)
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1. IPv6 Adresi Almak

2001:A98:

1.208.925.819.614.629.174.706.17/6 adet IP

2001:A98:

XXXX: 65536 adet alt g olusturulabilir.
Her bir alt &da 18446G40/7/E /M
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2. Yonlendirici Ayarlar

Problem

* IPv6 Destgl Yok ! (SSR-&UD)
Cozum

eTUNE
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3. Guvenlik Duvari

Problem

 IPv6 Destgi Yok !

COzum

*Yazilim veya Donanim Guncellem
*Open Source Yazilim (PF, IPFW,
Ip6tables)

IPS icinde ayni ¢cozumler gecerlidir.
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4. En 3 Adet Servis

*ns.marmara.edu.tr -> 2001:A98:A070:8c8f::2

*www6.marmara.edu.tr -> 2001:A98:A070:8c8f::4
®ipv6.marmara.edu.tr -> 2001:A98:A070:8c8f::11

*ftpv6.marmara.edu.tr -> 2001:A98:A070:8c8f::25
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5. www,smtp,dns,ftp IPv6 Desteqgl

®*Apache, ISS, ...

*Qmail (ucspi-tcp IPv6 patches ve
http://member.wide.ad.jp/~fujiwara/gmail-1.03-v6-
20021006.diff), postfix, ....

® bind9 ve ustl,

®proftpd, ...
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7-8. Istemcilere IPv6 Desteg

Bili sim Merkezi (30 istemci)

*Ogrenci Bilisim Laboratuvari (150 istemci)
«TUmM Universite IPv6 i¢in Hazir (DHCP
Yapilandirmasi)
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IPv6 Erisimi icin Gerekenler

» Internet servis saglayicisinin IPv6
yonlendirebilmesi

Internet servis saglayicisinin yonlendirdigi
IPv6 adresleri (IPv6 adres araligi)

Kampdus icin IPv6 yonlendirme yetenegine
sahip bir aggecidi
IPv6 DHCP ve DNS...

Son kullanicilarda IPv6 destekli isletim
sistemlert
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IPV6 Erisim

e Dual Stack — ikili Yigin

e Tunel yontemleri (6to4, Tunnel Broker, elle
yapilandiriimis tunel...)

e DONnUsUmM yontemleri: NAT-PT,
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Kampus IPv6 Erisiminde
Elle Yapilandiriimis Tunel

FPEREsEsEE TR EEE TR AR AT R EE R R

Uzak Aggecidi

B R e

SSR—EDOO_ Cisco 6513

= 2 vian 166
78.100.0.25030] #’RHI 1130 8811230 .#

C'onfig:
|
Vian 166:
ip address 88.1.1.2 255.255.255.252
i
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= 178.100.0.249 30
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::m-:rim.c Tunnel O
ipv6 address 200 L:a80:41H11::97 126
tunne | source THE 1000249
tunne | destination 88.1.1.2
tunnel mode ipyvGip

mterface Tunnel O
ipvi address 2001 :a80A4T11: 98 126
tunne | source 8¥8.1.1.2
tunne | destination 78, 100.0.249

e | mode ipyvoip
1
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FreeBSD Gateway — rc.conf

ipve enable= "YES

gif interfaces= "gifO"

ipve network interfaces= "giflo"

ifconfig em0= "inet 88.1.1.2 netmask 2535.255.255.232"

default router= "88.1.1.1"

gifconfig gifO="88.1.1.2 78.100.0.245"

ipve ifconfig gif0= "2001:a280:ffff::98 2001:a80:ffff::37 prefixlen 12&"
ipve defaultrouter= "2001:a80:ffff::97"

ipve static routes="dmz bim"

ipve route dmz="2001:a%8:aaaa:10:: -prefixlen 64 2001:a%3:aaaa::2"
ipve route bim="2001:a59Z8:aaaa:20:: -prefixlen &4 2001:a5B8:aaaa::5"
#####5HMP AYRARLARI #####+%

snmpd enable="YES"

snmpd flags="-a"

snmpd conffile="/usr/local/etc/snmpd.conf”

snmptrapd enable="YES"

snmptrapd flags="-a -p /var/run/snmptrapd.pid"”

¥EE##44#4444% Packet Filter #¥###4#%%4444#

pf enable="YES"

pf rules="/etc/pf.conf”
pflog enable="YES"
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Microsoft XP, Vista, Server 2003 icin Tunel
Yapilandirmasi ve Yonlendirici Ayarlari

netsh interface ipv6 add vev4tunnel "V6Tunel" 88.1.1.2 78.100.0.249
netsh interface ipv6 add address "V6Tunel" 2001:a80:ffff::98
netsh interface ipv6 add route ::/0 "V6Tunel" 2001:a80:ffff::97

netsh interface ipv6 set interface "Yerel Ag Baglantisi 2" \\
forwarding=enabled

netsh interface ipv6 set interface "Yerel Ag Baglantisi 3" \\
forwarding=enabled

netsh interface ipv6 add route 2001:abcd::/64 "Yerel Ag Baglantisi 2" \\
publish=yes
netsh interface ipv6 add route 2001:ef12::/64 "Yerel Ag Baglantisi 3" \\
publish=yes
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Linux icin Tunel Yapilandirmasi ve
Yonlendirici Ayarlar

#letc/network/interfaces

Iface ipv6_tuneli inet6 v4tunnel

address 2001:a80:ffff::98

netmask 126

endpoint 78.100.0.249

local 88.1.1.2

up ip link set mtu 1280 dev ipv6_tuneli

up ip route add default via 2001:a80:ffff::97 dev ipv6_tuneli

# ip tunnel add conf_tunnel mode sit remote 78.100.0.249 local \\
88.1.1.2 ttl 255

# ip link set conf_tunnel up
# ip addr add 2001:a80:ffff::98/126 dev conf_tunnel
# ip route add ::/0 dev conf_tunnel

# sysctl —w net.ipv4.ip_forward=1
# sysctl —w net.ipv6.conf.all.forwarding=1




P#4 Marmara Universitesi

Mac OSX (FreeBSD)

Ifconfig gifO create

Ifconfig gifO tunnel 88.1.1.2 78.100.0.249

ifconfig gifO inet6 alias 2001:a80:ffff::98 2001:a80:ffff::97 prefixlen 126
route add -inet6 default -interface gifO

(route add —inet6 default 2001:a80:ffff::97)
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Firewall: Packet Filter — pf.conf

##¥¥######% IPve BLOKLARI ve HOSTLAR ############444444
DMZve = "2001:29%8:aaaa:10:: /64"

BIM = "2001:3%8:233a2:20::/64"

webserver = "2001:2%8:a2aaa:10::11"

nameserver = "2001:a%8:aaaa:Z20::2"

k########## PORTLAR we PROTOKOLLER #Ff3Fffffffs33747777
webports = "{ http, https }"

icmp types = "{ echoreq, unreach }"

-] o LN B Ld RO

(M i

tun protokol = "417

##444444444 FURAL TANTMLAMATART ##444$44484448844844444

block all

pass log ineté proto tcp from { £BIM, SDMIve } to any port sSsh keep state

o s
W koo

pass ineté proto { tcp, udp } from { Znameserver, SDMEve, SBIM } to any keep state

Ja
NS

pass inett proto icmpé all icmpé-type { 128, 135, 136 }» keep state

[
Ln

pass ineté proto { tecp, udp } from any to #nameserver port domain
pass log ineté proto tcp from any to Swebserwver port jwebports keep state #synproxy state
pass inet proto { $tun protokol } from £8.1.1.2 to 78.100.0.24% keep state

[y
1 m

pass inet proto icmp all icmp-type $icmp_types keep state

pass ineté proto { tep, udp } from 2001:280:£f£fff::598 to any keep state
$3%%% ICMPve TYPES #$#$####5#4##

$# Destination Unreachable : Type

Packet Too Big : Type

Time exceeding : Type

Parameter problem : Type

Echo Request : Type

Echo Response : Type

S [ TR ¥ 5 B R YL T R e s I Ve I

Heighbor Advertisement : Type
Heighbor Solicitation : Type

R3 B3 ORI ORI ORI ORI ORI R ORIORY

[T e
= e A M e Ak Ak e

REedirect : Type
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WInXP IPv6 Yapilandirmalari

 XP’de IPv6 DHCP istemcisi yok!
* Dibbler client ya da elle yapilandirma

Ipv6 install

netsh interface ipv6 add address “Yerel Ag Baglantisi”
2001:aaaa:bbbb:20::100

netsh interface ipv6 add route ::/0 “Yerel Ag Baglantis!”
2001:aaaa:bbbb:20::1

netsh interface ipv6 add dns “Yerel Ag Baglantis!”
2001:aaaa:bbbb:100::2
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Linux IPv6 Yapilandirmalar

# ifconfig ethO add 2001:abcd:ef12:3456::10/64
# route —A inet6 add ::/0 gw 2001:abcd:ef12:3456::1 dev ethO

Dns - /etc/resolv.conf

/etc/networks/interfaces

iface ethO inet6 static

address 2001:abcd:ef12:3456::10/64
netmask 64

gateway 2001:abcd:ef12:3456::1
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FreeBSD IPv6 Yapilandirmalar

/etc/rc.conf

Ipv6_enable = “yes”

Ipv6_network_interfaces = “fxp0”

Ipv6_prefix_fxp0 = “2001:abcd:ef12:3456"

ipv6 _ifconfig_fxp0 = “2001:abcd:ef12:3456::10 prefixlen 64”
Ipv6_defaultrouter = “2001:abcd:ef12:3456::1"
Ipv6_default_interface = “fxp0”

DNS sunuculari = /etc/resolv.conf
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Mac OSX IPv6 Yapilandirmalar

IGrafik Araylz Mevcut! (Mac OSX 10.5.2)

Ifconfig enl inet6 2001:abcd:efl12:10::22 prefixlen 64
route add —inet6 default 2001:a98:a070::1
DNS - /etc/resolv.conf
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Cisco’da Genel IPv6 Komutlari

Ipv6 unicast-routing
Ipv6 cef

Interface Vlan140
description "OBM"
Ip address 10.140.0.1 255.255.255.0
Ip helper-address 10.5.0.2 # ipv6 dhcp relay ??
Ipv6 address 2001:A98:A070:20::1/64
Ipv6 nd suppress-ra #0nek yayinini durdurmak icin

Ipv6 route ::/0 2001:A98:A070::1 #default gw
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DNS Sunucusu 1 - named.conf

options {

listen-on-v6 { any; };
allow-query { internal-net; };

¥
acl internal-net {
127.0.0.1;
192.168.0.0/16;
::1/128;
2001:a98:a070::/48;
)
zone “0.7.0.a.8.9.a.0.1.0.0.2.ip6.arpa" {
type master;
file “ipv6.rev";

}
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_ DNS Sunucusu 2
lleri ve Ters sorgu kayitlari

ns.marmara.edu.tr JAVAVAVAN
ftpv6.tr.freebsd.org JAVAVAVAN
www6.marmara.edu.tr JAVAVAVAN
monitor6.marmara.edu.tr JAVAVAVAY
proxy6.marmara.edu.tr JAVAVAV.AY

2001:a98:a070:8c8f::2
2001:a98:a070:8c8f::25
2001:298:a070:8c8f::7
2001:298:a070:8¢8f::40
2001:a98:a070:8¢8f::1883

$ORIGIN 0.7.0.a.8.9.a.0.1.0.0.2.ip6.arpa.
2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1.8.c.8 IN PTR ns.marmara.edu.tr.
5.2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1.8.c.8 IN PTR ftpv6.marmara.edu.tr.
4.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1.8.c.8 IN PTR www6.marmara.edu.tr.

0.4.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1.8.c.8 IN PTR monitor6.marmara.edu.tr.
3.8.8.1.0.0.0.0.0.0.0.0.0.0.0.0.1.8.c.8 IN PTR proxy6.marmara.edu.tr.
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Tesekkurler

e Sorular ?
e hyuce@marmara.edu.tr
e tugrul@marmara.edu.tr




