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HOMNEYD

DEVELOPMENT Honeyd is & small daemon that creates virtual hosts on a network. The hosts can be

configured to run arbitrary services, and their personality can be adapted so that they
appear to be running certain operating systems. Honeyd enables a single host to
claim multiple addresses - | have tested up to 65536 - on a LAM for network simulation. Honeyd improves cyber
security by providing mechanisms for threat detection and assessment. It also deters adversaries by hiding real
systems in the middle of virtual systems.

Honeyd is open source software released under GNU General Public License., Even though Honeyd is used
commercially by many companies, it is being developed in my spare time without any financial support.
Montheless, | always appreciate a reduction of my wishlists, if you feel so inclined. The README in Honeyd's

source distribution and the acknowledgments page lists a number of people who have contributed code and
ideas.

Honeyd Research

Immunization Against Worms

Understanding Spam
Performance

Current Status

Honeyd is maintained and developed by Miels Provos, Honeyd
1.5b has been released on 2006-08-19 and the next version is

currently being developed.

Honeypot Resources

Honeypot Background
Honeypot Concepts

Reporting Bugs and Source Code

Happy Hacking

Bugs can be reported via Google Code. Honeyd source code can be accessed via subversion.

Reduce wishlists
Leave a tip with PayPal

Forums

Support Honeyd

Discussion forums for news and general interest items are now available.
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Sistem ve Gereksinimler:

Kullanilan sistem :

Amd 3200+

512 Mb RAM

80 Gb Hdd

Centos 4.4 1386 (Server kurulum+X+Guncellemeler)

Gereksinimler :

libpcap (isletim sistemi kurulumunda hazir)
libdnet ( )
libevent (

arpd (

honeyd (


http://libdnet.sourceforge.net/
http://www.monkey.org/~provos/libevent-1.3b.tar.gz
http://www.citi.umich.edu/u/provos/honeyd/arpd-0.2.tar.gz
http://www.citi.umich.edu/u/provos/honeyd/honeyd-1.5b.tar.gz

Centos 4.4 icin kurulum:

http://dag.wieers.com/rpm/

Dag deposu Redhat, RHEL, Centos ve Fedora icin rpm paketleri sunar.

$ rom -Uhv http://apt.sw.be/packages/rpmforge-release/rpmforge-release-0.3.6-1.el4.rf.i386.rpm

komutu ile repoyu sisteminize ekleyebilirsiniz. Bu islemden sonra sirasiyla;

$ yum update
$ yum install honeyd

komutlari ile “honeyd” sisteme kurulur. “libevent” honeyd kurulumu sirasinda
bagimlilik geregi kuruluyor.

Sorun!
arpd ve honeyd farkli libevent surumlerini kullaniyor.

Cozum!

$ arp -s 192.168.x.x Mac-adresi pub
komutu ile statik arp girdisi kullanilabilir.



Honeynet in olusturulmasi:

Wirtual
Honeypotl

Olusturulacak sanal honeypotlar ve honeynet yapisi icin “honeyd.conf”
dosyasindaki komutlar islenir. Ornek konfigurasyon dosyalari icin,
adresinden faydalanilabilir.

Ayrica,
adresindeki toolkit icerisinde derlenmis arpd, honeyd ve kullanilabilecek ornek
konfiglrasyonlar ile cesitli servislerin emulasyonu icin betikler bulunmaktadir.

$ arp -s 10.0.0.51 <ethernetin Mac adresi> pub (olustulacak honeypot icin)


http://www.honeyd.org/configuration.php
http://www.citi.umich.edu/u/provos/honeyd/honeyd_kit-1.0c-a.tgz

Honeynet in olusturulmasi:

Wirtual
Honeypotl
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Honeyd host

Olusturulabilecek basit bir honeypot icin “honeyd.conf” dosya iceriqgi,

create winxp

set winxp personality "Microsoft Windows XP Professional SP1"
set winxp uptime 319671

add winxp tcp port 80 "perl scripts/win32/iis-0.95/iiseml8.pl"
add winxp tcp port 139 open

add winxp tcp port 137 open

add winxp udp port 137 open

add winxp udp port 135 open

set winxp default tcp action reset

set winxp default udp action reset

bind 10.0.0.51 winxp



Honeynet in olusturulmasi:

Wirtual
Honeypotl

10001 24

Honeyd host

Tutulacak gunluk dosyasi icin istenilen bir klasorde dosya olusturulup yazma
ve okuma izni verildikten sonra sira “honeyd” yi calistirmaya gelir.

$ honeyd -f honeyd.conf -l honeyd.log -i eth0



Honeynet in olusturulmasi:

|
10000100 /24
| -

R1

= — SRR
10.0.1.51 /24
Wirtual
Honeypotl

The 10.0.1.0 /24
Metwork
10.0 2
Honeyd host

Olusturdugumuz honeynet'e bir de router eklemek istersek, once router icin

arp tanimlamasi yapilir.
$ arp -s 10.0.0.100 <ethernetin Mac adresi> pub

Ardindan “honeyd.conf” dosyasina asagidaki satirlari eklemek yeterli
olacaktir.

create cisco

set cisco personality "Cisco 1601R router running 10S 12.1(5)"
add cisco tcp port 23 "perl scripts/router/cisco/router-telnet.pl”
set cisco default tcp action reset

set cisco default udp action reset

set cisco uid 32767 gid 32767

set cisco uptime 1327650

bind 10.0.0.100 cisco



Honeynet in olusturulmasi:

Tutulan gunluk dosyasi izlendiginde,

$ tail -f honeyd.log

Asagidaki ornege benzer satirlar gorulebilir.

2004-01-07-14:36:58.7132 tcp(6) - 252.214.169.203 2064 192.168.27.180 21: 48 S [MacOS 8.0-8.6 OTTCP]
2004-01-07-15:26:40.02009 tcp(6) - 244.233.22.102 61891 172.162.8.180 21: 60 S [FreeBSD 5.0-5.1 ]
2004-01-07-16:48:30.1212 tcp(6) S 192.168.21.135 33395 172.162.8.91 80 [Linux 2.6 ]
2004-01-07-16:48:41.4929 tcp(6) S 10.173.240.67 22110 192.168.14.178 81 [Windows XP SP1]

Bu satirlardaki onemli anahtarlar:

- Ik kisimda, olayin gerceklesme tarih ve zamani belirtir. (2004-01-07-14:36:58.7132)

- Ikinci kisimda, olayin gerceklestigi protokoll belirtir. (tcp(6))

- Uclincl kisimdaki S harfi yeni bir baglantinin basladigini, E harfi baglantinin
sonlandigini belirtir.

- Dorduncu kisimda ise, <src ip, src port, dst ip, dst port> seklinde baglanti
bilgilerini belirtir.

- Besinci ve son kisimda ise, baglantiyi gerceklestiren isletim sistemi hakkinda
bilgi verilir.



Honeynet in olusturulmasi:

create winxp
set winxp personality "Microsoft Windows XP Professional SP1"
set winxp uptime 319671

add winxp tcp port 80 "perl scripts/win32/iis-0.95/iiseml8.pl"
add winxp tcp port 139 open 10010 100 12
add winxp tcp port 137 open
add winxp udp port 137 open

add winxp udp port 135 open

set winxp default tcp action reset
set winxp default udp action reset
bind 10.0.0.51 winxp

—

create cisco aney
set cisco personality "Cisco 1601R router running 10S 12.1(5)"
add cisco tcp port 23 "perl scripts/router/cisco/router-telnet.pl"
set cisco default tcp action reset

set cisco default udp action reset

set cisco uid 32767 gid 32767

set cisco uptime 1327650

bind 10.0.0.100 cisco



Faydalanilan Kaynaklar:

- Honeyd ile network simulasyonu

- Managing a Honeypot

- Honeyview: Log analizi icin basit web arayuzlu bir program
- Honeyd

- Open Source Honeypots: Learning with Honeyd


http://www.paladion.net/papers/simulating_networks_with_honeyd.pdf
http://www.oreillynet.com/lpt/a/6726
http://sourceforge.net/projects/honeyview/
http://www.honeyd.org/
http://www.securityfocus.com/infocus/1659

